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Did you know?
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What is Cyber Wellness?

@ Cyber Wellness is about our students being able to navigate the cyber space
safely.

@ Thisisdone through our curriculum which aims to
* equip students with the knowledge and skills to harness the power of
Information and Communication Technology (ICT) for positive purposes;
* maintain a positive presence in cyberspace; and
 be safe and responsible users of ICT.
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What will Pri 5 and 6 students learn about Cyber Wellness
during CCE (FTGP) lessons?

During CCE(FTGP)* lessons, students will be taught:
@ Importance of cybersecurity
* |dentify inappropriate online content or people with malicious intent
* Protect oneself from phishing, spam, scams and hacking
@ Howto verify online falsehoods
* Whatis online falsehoods?
* Use S.U.R.E. to verify information online %
@ Be apositive peer influence online
 Speak up and stand for what is right regardless of peer pressure

* Seeking help from trusted adults/sources when needed



What will Pri 5 and 6 students learn about Cyber Wellness
during CCE (FTGP) lessons?

@ Digital Footprints
* What are digital footprints
* Manage one’s digital footprints
* Maintain a positive online presence
* Review privacy setting

® Parents are strongly encouraged to participate in the “Family Time” activities%

the CCE (FTGP) Journal with your children to reinforce the key cyber wellness
messages at home.
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Family Time in one of the P6 lessons



What other Cyber Wellness programmes do
we have for our students?

@ ICT Literacy Programme
@ oOut of the Box and Assembly Programmes

@ Cyber Wellness Week recess activities
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What are the school rules on digital device use?

@ Students are not allowed to use smartphone and/or smartwatches,
during school hours including recess, CCA and after-school
programmes.

@ Students are to switch off their devices and put them in their school
bags once they enter the school and bear the responsibility for
safekeeping their devices.

@ Students are only allowed to use smartphone and/or smartwatches at

the Security Guard posts after school hours.



What are the school rules on communication?

@ For urgent matters, parents and students are strongly encouraged to
contact one another through the General Office

@ Parents should contact teachers via the Student Handbook, email or
the General Office during office hours

@ Teachers will communicate with students through their Student
Handbook, SLS, emails, class/school notice boards and Google

Classroom to relay important class/subject specific information



:u Navigating the Digital Age

Helping Your Child

How can parents help their child

develop good digital habits? 5 ot ot O

* As parents/guardians, you play a significant role in
helping your child establish healthy digital habits, and
learn to use technology in a positive and meaningful

way.

* Here are some ways: @ Develop aFamily Seraviours

* Role model good digital habits for your child/ward (e.g. Conversations

+ A family screen use plan consists of screen

parents/guardians not using devices during mealtimes). e hat the amdy conengagein. T e comsitent in mie medeling positive screen
. . . . A;;:;T"f;ﬂeatﬁ_;:mss::: US*t?at"_-'K:Er; by « Engage your child in open conversations about
* Have regular conversations with your child to better srcen use agnf?m::;mméﬁfbmf; anie sp3ce 5 ssodaed harenges
. n Ciea Or eExampie:
understand what they do online, how to stay safe and how Yourscreen use ules caninclude: ® Sateghsenato:« noicedyou have been
. . Device-free Time alotoftime on your device.
to use technology in a responsible manner. N timesand R i ® Ak open-ended questions. “What do you
* Discuss and develop a timetable with your child to ® where devicesshoddnotbe et
. N ®"What should we do if we break our T -
moderate their time spent on screens. agreement’”
+ Decide as afamily what screen-free activities you
S e (@) . B £
* For more content to support your parenting in the e e
. can do together?" ' _ - Y S
digital age and more, please scan the QR code at the A T e pent iy (G @

sCcreen use rules and inviting them o suggest
activities to do together helps increase their

top right-hand corner to access the Parenting for cunas o el sy sieense . e
Wellness Toolbox for Parents.
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How can parents better support their child’s digital habits?

NN

Achieving balanced screen time

Screen time refers to the amount of time spent
using devices each day. Having some screen
time can be beneficial, such as when your child
uses devices to learn and connect with others.
However, it is important to be aware that
spending an excessive amount of time using
devices is unhealthy, as it is associated with
insufficient good quality sleep, sedentary
behaviours, increased obesity, and poorer
mental health and well-being.

Discuss and develop a timetable with your
child to moderate their time spent on screens.
Children aged 7 — 12 should have consistent
screen time limits.
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Using parental controls to manage

device use and stay safe online

Parental controls refer to a group of settings
that put you in control of what your child can
see and do on a device or online.

Such controls can allow you to supervise and
monitor your child’s online activities and
protect them from inappropriate content,
online sexual grooming, cyberbullying and
other online risks.

Parental control settings can be used to
monitor and limit screen time as agreed with
the child.

Scan QR code to download the Ministry o 2
of Health's Guidance on Screen Use in i i
Children for more information. i
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How can parents better communicate with their child on
digital habits and matters?

Providing a * It can be challenging to grapple with uncomfortable feelings and negative thoughts.

* Children may hesitate to share their true thoughts and feelings with their parents, as they
may fear being judged or misunderstood.

* You can let your child know that it is normal to feel or think the way they do, and that
they can feel safe expressing themselves with you.

safe space for
conversations

Role * When your child learns to engage in respectful conversations, they become a better
communicator and friend.

* Parents are in the best position to role model these skills through daily interactions

) with your child.

conversations . |jsten to understand, instead of listening in order to give advice and offer solutions.

modelling
respectful

Have regular * Have regular conversations to better understand what your child does online.
* |sitschoolwork or are they engaging in recreational activities?
* Forexample:
e State observation: “| noticed you have been spending a lot of time on your
device.”
 Ask open-ended questions: “What do you usually do on your device?”
Communicate your actions and rationale. Let your child know you care for them and
want them to be safe online.
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. ‘ I g Navigating the Digital Age

e ¢ Whatdolneedto know about Entering
o Your Child’s

online games? Gaming World

Online games, when played appropriately, can Q
be opportunities for your child to practise and

' O n li n e ga m eS a re eve ryWh e re’ a n d develop skills such as teamwork, concentration,

communication and problem-solving skills.
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Playing games also allows your child to receive

complex games can be played on the go bl s hngthtilee inll Jpil

their abilities and effort) and extrinsic rewards If you're worried about how much time your child spends
(e.g. receiving game currency or points) when gaming,talk tothemaboutit. Worktogetherto develop a

Vi a S m a rt h O n e S they succeed. However, excessive online gaming has  plan to balance gaming with other screen-free activities.
. pitfalls that you should be aware of. Check in regularly with your child to review the plan.

‘ While gaming iS fun and Can bring abOUt 1 Excessive online gaming may QO Things You Can Say

increase the risk of: Use these conversation starters to find out more

positive impact on children, it can el o

askthem to reflect ontheir gaming habits.
create some negative impacts as well. © Ak bouta gme sl ses o e
@ For more content to support your e

Cyberbullying Attracting unwinted
. ° e ° attention online ) S :
parenting in the digital age and more, 2 i i i
for how long, and the consequence of not
following the agreed- upon rules.

please scan the QR code at the top x e
right-hand corner to access the —

Parenting for Wellness Toolbox for beesties | hotmedinee S e

competitive nature of

Parents. e S R

By understanding how games are designed to Q If their gaming habits continue to be a cause
encourage your child to keep playing,and the potential for concern, you may wish to seek help from

pitfalls, you can approach conversations about games their school or from community partners such

more empathetically. This will help you build a positive as Help123 by TOUCH Community Services,

and healthy relationship with your child. Singapore's One-Stop Cyber Wellness Hotline
at1800 6123 123.
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What are some ways to reduce the risk of negative
impact of online games?

@ To reduce the risk of negative impact of online games such as online harms
and inappropriate content, parents can take note of the following:

* Does the game require your child to play with others online?
o Not all games require an online connection.
o Games that require players to play with others online will have some

risks such as cyber bullying or attracting unwanted attention from strangers.

* |sthe game age-appropriate?
o Video game ratings can be found on the IMDA website.
° o Age ratings on games can be found on Google and Apple app stores.



Et:BWhat canl do if | am concerned about the gaming

@ Discuss your concerns with your child and develop a realistic %ﬁffﬁ
timetable to balance their gaming with other screen-free activities. m| A
Scan the QR code for conversation tips. Conversation tips on

gaming concerns

@ Review the plan regularly with your child.

@ If there is no improvement and their gaming behaviour continues to be a
cause of concern, you may want to seek help from the school or other
community partners such as Help123 at 1800 6123 123.

@ If there is marked deterioration and significant impairment to the child’s
life, you should consider seeking professional help. The professionals
could assess the severity of the problem and recommend appropriate

interventions.

o © * You may call National Addiction Management Service All Addictions /\
o O o helpline at 6-RECOVER (67326837). ﬂ
@ 1
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At what age should | allow my child to [==p=aiEts

Social Media:

have their own social media account? Is Your Child
Ready for I1t? :

' Most social media platforms require users to be aged 13 years

While sodal media platforms allow people

and above. S e T
. . . . anxious or overwhelmed. It is important for
' While social media platforms allow people to connect with e Ach oclhgs. when g, e

platforms. Most social media platforms
require users to be aged 13 years and above.

others, constant exposure to social media content can make u: ceremiing Fyow cruels vadyt " "
feel anxious or overwhelmed. It is important for social media
users to be mature enough to navigate such feelings when using %
these platforms. 0 © Things You Can Do
@ Maturity can be assessed by observing your child’s ability to i e
* make responsible decisions to keep themselves safe online. ‘ G)\ e s e g e

What are some potential

* manage the pressures and feelings that come with social media use
L coO ntrOl |mpUlseS. The maturity of your child is also an ;ﬂ;gg:;gr%vershanngpemnd

important consideration to determine

their readiness for social media.

' Therefore, have open conversations with them on the risks of Whatdocs hakty sodalmeda

use look like?
Maturity can be assessed by observing the following:

SOCial media, and Why they Cannot aCCGSS SOCial media aS they + Their ability to make responsible decisions to keep

themselves safe anline. ow do we keep ourselves safe
are not of age. Doty e e s
. . . . + Their ability to control impulses.
@ For more content to support your parenting in the digital age and ;;gi;a;gpﬁi M g ok 1 e kot S
. anline sa tools and settings. y may also not understa
more, please scan the QR code at the top right-hand corner to howthe platfors sfety edtres work
access the Parenting for Wellness Toolbox for Parents. e, Y TS
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&dditional Resources:
£ Parenting for Wellness

N—

varenting

For more bite-sized resources (practical tips and strategies) on building strong
parent-child relationships, supporting your child’s mental well-being and parenting
in the digital age, scan the QR code above to download a copy of the Parenting for
Wellness Toolbox for Parents.

Keep a lookout for the Parenting for Wellness website that will be rolled out in
2025 on Parent Hub (hosted by HPB) for personalised access to the full suite of
parenting resources!
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